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Abstract
The idea behind this project was to develop a simple Secure Message Passing System
based on Public Key encryption schemes of ECC and RSA. A Secure Messaging Sys-
tem is used to share information beyond corporate boundaries. Such information is
highly sensitive and thus must be kept secret. Advantages of use of Secure Messaging
Service over a generic Email service is that no extra software installation and key shar-
ing will be necessary to kept the message safe againt any kind of eavesdropping.The
motivation behind the project was the need for a message passing system completely
free from any leaks in information.
The System was to be developed on the cloud platform thus harnessing its Software
as a Service feature. Google App Engine was chosen for the deployment of the Ap-
plication.
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Chapter 1
Introduction
The idea behind this project was to develop a secure messaging service. Such services
follow a server based approach to protect sensitive messages and data beyond the
corporate borders. Advantages over classical secure-Email services are that confiden-
tial and authenticated communication can be started immediately over the internet
since there is no requirement to install any software nor to obtain or distribute any
cryptographic keys beforehand.
1.1 Functionality
Secure messaging service works as an online service. Users enroll into the messaging
service. Users can then log into their account using the username and password similar
to any web based Email account. They are now use the service to send messages to any
other user. The transmission over the internet can be secured by SSL. The message
at the server is encrypted and only the authenticated user can decrypt and read the
original message.
1.2 Security
The Emails on the server are encrypted using Elliptic Curve Cryptography and RSA
encryption. There is no need to share any cryptographic key among the users as the
encryption, decryption and cryptographic keys are managed by the server. Further,
the use of public key encryption negates the need for sharing the cryptographic key.
An added choice with the key sizes is also provided for the user to choose depending
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of the sensitivity of the data being shared.
1.3 Email and Secure Messaging
Secure messaging is complete change in protocol and paradigm as compared to the
generic Email Service. Secure messages are encrypted and stored on the network or
internet server and decrypted only on the request of the authenticated user. The
decrypted message is again not stored on the server but is removed after the page
reloads.
1.4 System Design
The system was built on the skeletal model of an Email server. It can be broadly
divided into three modules- the Encryption and Decryption module, The Mail Server
and the DataStore. The block diagram of the complete system is shown in fig: 1.1
Figure 1.1: Block Diagram of the Message Passing System
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Chapter 2
Encryption and Decryption
Module
The term encryption refers to converting ordery information in unintelligible gibber-
ish called ciphertext. Decryption is the reverse, in other words, moving from the
unintelligible ciphertext back to plaintext. A cryptosystem is the ordered list of ele-
ments of finite possible plaintexts, finite possible ciphertexts, finite possible keys and
Encryption and Decryption Algorithms. The modern field of cryptography can be
divided into two broad classes- Symmetric-key or the private key cryptography and
the public-key cryptography.
Symmetric key cryptography refers to the encryption methods in which both the
sender and the receiver share the same key. In public key cryptography two different
but mathematically related keys are used. The key pair is generated secretly, as an
interrelated pair. The key system is so contructed that calculation of one keyfrom
other is infeasible. One key from the pair is used for encryption and is made public
while the ither is used for decryption and is kept private.
In the Secure Messeging system two public key algorithms were used- RSA and Elliptic
Curve Cryptography.
2.1 RSA Encryption
The RSA cryptosystem, named after its inventors R. Rivest, A. Shamir and L. Adle-
man, is a widely used public key Cryptosystem. The RSA Cryptosystem is based on
the mathematical property of integer factorization. It is based on the intractability
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of the integer factorization.
2.1.1 Key Generation
Two very large prime numbers, normally of equal length, and both relatively prime
to each other are randomly generated. These are multipled to get the field size
N = P ×Q
phin = (P − 1)× (Q− 1)
A third number E is chosen to be between 3 and N. E should be relatively prime to
’phin’ (ie. there should be no common factors between phin and E) and is termed as
the public key for encryption. The private key D is then calculated as
D = E−1mod(phin)
These generated public and private keys are then used for encryption and decryption
of the text.
2.1.2 Encryption and Decryption
The input stream is encrypted or Decrypted one character at a time. The incoming
character is mapped to the ASCII value and the following operations are done on
them
For Encryption :
Ciphertext = (plaintext)Emod(N)
For Decryption :
Plaintext = (Ciphertext)Dmod(N)
2.1.3 Security of RSA
The security of RSA depends on the ability of the attacker to factorize the numbers.
New, faster and better methods for factorizing numbers are constantly being devised.
A large integer is more difficult to factorize and so better is the security. The disad-
vantage of using long keys is the computational overhead involved in Encryption and
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Decryption. The proposed Secure Message Service uses keys of length 512 bits and
1024 bits.
2.2 Elliptic Curve Cryptography
Elliptic Curve Cryptography works with points on an elliptic curve. The security of
this type of public-key cryptography depends on the elliptic curve discrete logarithm
problem. The idea of using Elliptic Curves in cryptography was introduced by Victor
Miller and N. Koblitz as an alternative to established public-key systems such as the
DSA and RSA. The Elliptical Curve Discrete Logarithm Problem(ECDLP) makes
it difficult to brak an ECC encryption as compared to RSA. A significantly smaller
parameters (such as the key) can be used in ECC to achieve better security. This also
helps reduce the computation overhead.
2.2.1 Elliptic Curves over Finite Fields
An Elliptic Curve E(Fp) over a finite field Fp is defined by the parameters a,b ∈ Fp
(a, b satisfy the realtion 4a3 + 27b2 6= 0), consists of the set of points (x, y) ∈ Fp,
Figure 2.1: Addition of any two points on an Elliptic Curve
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satisfying the equation y2 = x3 + ax +b. The set of points on E(Fp) also include point
O, which is the point at infinity and which is the identity element under addition.
The addition operator is defined over E(Fp) and it can be seen that E(Fp) forms an
abelian group under addition. The addition operation in E(Fp) is as follows:
• P + O = O + P = P, ∀ P ∈ E(Fp)
• if P=(x,y) ∈ E(Fp), then (x,y) + (x,−y) = O. The point (x,−y) ∈ E(Fp) and is
called the negetive of P and is denoted as −P.
• if P=(x,y) ∈ E(Fp) and Q=(l,m) ∈ E(Fp) and P 6= Q, then R = P +Q=(x3,y3)
∈ E(Fp).
Thus, the sum of two points on an Elliptic Curve can be visualized as the point of
intersection of a straight line passing though those points with the curve. when P and
Q refer to the same point then the operation is termed as doubling of a point
Figure 2.2: Addition a point to itself Elliptic Curve (Doubling)
This operation can be visualized as the point of intersection of the elliptic curve and
the tangent at P.
6
2.2 Elliptic Curve Cryptography Encryption and Decryption Module
2.2.2 Key Generation
Let us consider an Elliptic Curve of the form y2=x3 + ax+ b. Parameters a and b are
chosen to be large random numbers following the stated condition. A random point
on the curve(Q) is chhosen as the base point. User A Key Generation
1. Select a random number KA as the private key, such that KA < n
2. Calculate public key P as
P = KA ×Q
User B Key Generation
1. Select a random number KB as the private key, such that KB < n
2. Calculate public key P as
M = KB ×Q
2.2.3 Encryption and Decryption Procedure
1. Consider a message Pm sent from A to B. A chooses a random positive integer
k, a private key nA and generates the public key as
PA = nA ×G
and produces the ciphertext Cm consisting of the pair of points (kG, Pm + kPB)
where G is the base point on the curve PB is the public key of B with private
key nB
2. To decrypt the ciphertext, B multiplies the 1st point in the pair by B’s secret
and subtracts the result from the secong point
Pm + kPB − nB(kG) = Pm
7
2.2 Elliptic Curve Cryptography Encryption and Decryption Module
2.2.4 Security of ECC
To crack an ECC encryption the attacker needs to generate all possible As from the
pair of AI and F that it has ( as AI=A × F ). and this is very difficult to generate.
The number of discrete points on the curve is the called the order of the curve. If the
order of a point F on the curve id 160 then 280 combinations of AS can be formed
and generation of all these AS will take a very long time. Thus, Elliptic Curve is a
far better and secure way of message encryption.
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The Email Server
The complete mail server system was set up on the google App-Engine. It offered
the very basic functions of message send and read to the logged in and authenticated
users. The main view page shows the inbox of the user containing encrypted messages.
The messages, if decrypted, are shown on the sceen and remain there only till the
page is not refreshed or reloaded. The decrypted mails are not stored. The basic
activity diagram for the system is shown in Figure 3.1
Figure 3.1: Block Diagram of the Email Server
Using this secure messaging system does not require any kind of software instal-
lation or key exchange. The system has been build on the very model of an Email
Server.
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3.1 User Authentication
The complete mail server system was developed on the Google AppEngine. Gmail
login and authentication system was used for authentication. This platform also
allowed us to use the Gmail database for user authentication. Thus, Logging into this
system would require for a user to have a Gmail account.
3.2 Send Message
Sending of only Encrypted messages to other users was possible. The user could
choose between the two encryption algorithms and the various key sizes depending
on the sensitivity of his messages. The standard SSL communication was used to get
the messages to the server. At the server, the messages were encrypted and then only
were used to update the database. The receiving user could only see these encrypted
messages.
3.3 Decrypt
The user could only see the inbox of his service page with encrypted messages. Plain-
text or the original message was made available when the user chose to decrypt. The
plaintext was displayed on the screen below the inbox pane. The original message
was not saved hence the message would only appear on the screen till the page is not
refreshed. If the user wants to read any message he will have to decrypt even if the
particular message had already been decrypted earlier.
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Datastore
The App Engine Datastore is a schemaless object datastore providing robust, scalable
storage to applications on the Engine. The datastore holds objects known as entities.
An entity can have one or more properties, named values of one or more supported
data types: for instance, a property can be a string, an integer, or a reference to
another entity. Each entity is identified by its kind and also has a key which identifies
an entity among its kind. The google App Engine does not support the more schema
based SQL database to store information.
4.1 Entities
Each datastore entity entity is of a particular kind, which categorizes the entity for
the purpose of queries: for instance, a human resource application might represent
each employee with an entity of kind Employee. In addition each entity has its own
ley which uniquely identifies it. The key has following components
• The Entity’s kind
• An identifier
The identifier is assigned when the entity is created. It is a part of the entity key,
associated with the Entity as a whole, and hence cannot be changed.
Entities used in the development of Secure Message Service can be grouped under two
keys- messages and rsaKey. These Entities include
11
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• Entity with key Message to store the messages sent by users with the following
properties
1. Name of the user sending the message
2. Name of the user for whom the messagel was intended
3. The Encrypted message
4. Time and Date when the message was sent
5. A unique identifier to identify the message
• Entity with key RSAkey to store the key parameters for RSA encryption
1. Random numbers P and Q
2. the Key pair E and D
A view of the datastore for Entity with key ’Message’ is shown in figure 4.1. It
shows the preview of the datastore as vied on google Datastore viewer.
Figure 4.1: Datastore preview for Entity with key ’Messages’
4.2 Queries and Indexes
Entities can be retrieved from datastore by its key and also by query on the values of
properties. A query operation on entites is very similar to query on batabase tables.
Indexes are, like, tables containing the query’s potential results in a desired order.
Thses help in fast retrieval of information from the datastore.
12
Chapter 5
Implementation
The System was developed as a web interface using javascript. The main page of the
Messaging Service is shown in figure 5.1
Figure 5.1: View of the main User Page
The figure shows that the user interface has three main regions
1. The inbox pane: where the user sees all the incoming encrypted messages
2. Messages Pane: where the user will see the plaintext or the original message
after Decryption
3. Send Pane: from where the user sends messages to other users
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The complete background system for encryption and message storage and for-
warding was coded in java. The messages were transfered using POST method in
java.
5.1 Inbox Pane
This part of the user interface shows the messages sent to the current user by all the
other users. This is divided into 4 colums showing the names of the sending user’s,
the encrypted message content, The date and time when the message was sent and
the final column contains buttons to either decrypt the message or to delete it.View
of the inbox pane is shown in figure ??
Figure 5.2: View of the Inbox Pane
5.2 Message Pane
This is the part of the interface which displays the message to the user after decryption.
It also displays the time taken to encrypt or decrypt a message. The figure ?? shows
the content of this pane when an inbox message is decrypted.
Figure 5.3: View of the Message Pane
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5.3 Send Pane
This part of the interface is used to send message to any user on the system. It takes
two inputs- the message and the user id of the recieving user. Figure ?? shows the
send pane.
Figure 5.4: View of the Send Pane
5.4 System Test
The System was rigorously tested on App Engine for message sizes ranging from 1
chracter to 2000 characters. The results of Encryption and Decryption for the said
message size range was accurate for both the algorithms and all key sizes implemented
(sizes: 112 bits, 160 bits, 256 bits for ECC and 1024 and 512 bits for RSA). The time
taken for encryption increases with the key size and the message size. An encryption
time as high as 4 seconds was noted for message 1000 characters long.The use of SSL
during transmission and encryption during storage ensures the security of the sent
message.
No redundancy was recorded- the ciphertext generated was always a different one
even for the same message being sent twice.
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Conclusion
The Message Passing System can be said to be completely secure as the original mes-
sage was not stored anywhere on the system. The mail server database also stores
on the Encrypted message. Thus, compromising the server and its database will not
effect the security of the messages. Further, SSl communication ensures message se-
curity during transmission.
It also has certain drawbacks,as in, the message contents get encrypted before any
other third party processing. Hence, the spam and mallware also get encrypted and
the detection of such threats become very difficult. Scan of the message before en-
cryption again has the risk of exposing the sensitive information.
The time taken by the algorithm keeps on incresing with the key size and the message
size. A considerable delay of more than 4 second is recorded for message size greater
than 1000 characters. This delay is undesirable and needs to be redused by optimizing
the encryption algorithm.
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